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VISION STATEMENT OF VELLORE INSTITUTE OF TECHNOLOGY 
 
Transforming life through excellence in education and research. 
 
MISSION STATEMENT OF VELLORE INSTITUTE OF TECHNOLOGY 
 
    World class Education: Excellence in education, grounded in ethics and critical 
thinking, for improvement of life. 
    Cutting edge Research: An innovation ecosystem to extend knowledge and 
solve critical problems. 
    Impactful People: Happy, accountable, caring and effective workforce and 
students. 
    Rewarding Co-creations: Active collaboration with national & international, 
industries & universities for productivity and economic development. 
    Service to Society: Service to the region and world through knowledge and 
compassion. 
 
VISION STATEMENT OF THE SCHOOL OF ELECTRONICS 
ENGINEERING 
 
To be a leader by imparting in-depth knowledge in Electronics Engineering, 
nurturing engineers, technologists and researchers of highest competence, who 
would engage in sustainable development to cater the global needs of industry and 
society. 

 
MISSION STATEMENT OF THE SCHOOL OF ELECTRONICS 
ENGINEERING 

 Create and maintain an environment to excel in teaching, learning and 

applied research in the fields of electronics, communication engineering and 

allied disciplines which pioneer for sustainable growth. 

 Equip our students with necessary knowledge and skills which enable them 

to be lifelong learners to solve practical problems and to improve the quality 

of human life.  



 

M. Tech Internet of Things & Sensor Systems 

 

PROGRAMME EDUCATIONAL OBJECTIVES (PEOs) 

 

1. Graduates will be engineering practitioners and leaders, who 

 

2. Graduates will be engineering professionals, innovators or 

entrepreneurs engaged in technology development, technology 

deployment, or engineering system implementation in industry 

3. Graduates will function in their profession with social awareness 

and responsibility 

4. Graduates will interact with their peers in other disciplines in 

industry and society and contribute to the economic growth of the 

country 

5. Graduates will be successful in pursuing higher studies in 

engineering or management 

6. Graduates will pursue career paths in teaching or research 



 

 

M. Tech Internet of Things & Sensor Systems 

 

PROGRAMME OUTCOMES (POs) 
 

PO_01: Having an ability to apply mathematics and science in engineering 
applications. 
 

PO_02: Having an ability to design a component or a product applying all the 
relevant standards and with realistic constraints, including public health, safety, 
culture, society and environment 
 

PO_03: Having an ability to design and conduct experiments, as well as to analyse 
and interpret data, and synthesis of information 
 

PO_04: Having an ability to use techniques, skills, resources and modern 
engineering and IT tools necessary for engineering practice 
 

PO_05: Having problem solving ability- to assess social issues (societal, health, 
safety, legal and cultural) and engineering problems 
 

PO_06: Having adaptive thinking and adaptability in relation to environmental 
context and sustainable development 
 

PO_07: Having a clear understanding of professional and ethical responsibility 
 

PO_08: Having a good cognitive load management skills related to project 
management and finance 
 

 

 

 

 

 



 

 

 

M. Tech Internet of Things & Sensor Systems 

 

PROGRAMME SPECIFIC OUTCOMES (PSOs) 

 

On completion of M. Tech. (Internet of Things & Sensor Systems) 
programme, graduates will be able to 
 
 PSO1: Competent, and innovative with a strong cognizance in the 

area of sensors, IoT, data science, controllers and signal processing 
through the application of acquired knowledge and skills 
 

 PSO2: Apply advanced techniques and tools of sensing and 
computation to solve multi-disciplinary challenges in industry and 
society. 

 
 PSO3: To exhibit independent and collaborative research with 

strategic planning, while demonstrating the professional and ethical 
responsibilities of the engineering profession.  
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Category Credit Detail

Sl.No. Description Credits Maximum Credit

1 DC - Discipline Core 24 24

2 DE - Discipline Elective 12 12

3 PI - Projects and Internship 26 26

4 OE - Open Elective 3 3

5 SE - Skill Enhancement 5 5

Total Credits 70

Discipline Core

sl.no Course Code Course Title Course Type Ver

sio

n

L T P J Credits

1 MITS507L Signal Processing and Data Analytics Theory Only 1.0 3 0 0 0 3.0

2 MITS509L Sensor Technology and Data Acquisition Theory Only 1.0 3 0 0 0 3.0

3 MITS509P Sensor Technology and Data Acquisition Lab Lab Only 1.0 0 0 2 0 1.0

4 MITS510L IoT Architecture Theory Only 1.0 3 0 0 0 3.0

5 MITS510P IoT Architecture Lab Lab Only 1.0 0 0 2 0 1.0

6 MITS511L Microsystems Fabrication Technology Theory Only 1.0 3 0 0 0 3.0

7 MITS512L Microcontrollers and Interfacing Theory Only 1.0 3 0 0 0 3.0

8 MITS512P Microcontrollers and Interfacing Lab Lab Only 1.0 0 0 2 0 1.0

9 MITS513L Wireless Sensor Networks and Data Communication Theory Only 1.0 3 0 0 0 3.0

10 MITS514L Robotics and Control Systems Theory Only 1.0 2 0 0 0 2.0

11 MITS514P Robotics and Control Systems Lab Lab Only 1.0 0 0 2 0 1.0

Discipline Elective

sl.no Course Code Course Title Course Type Ver

sio

n

L T P J Credits

1 MEDS501L Embedded System Design Theory Only 1.0 3 0 0 0 3.0

2 MEDS601L Electromagnetic Interference and Compatibility Theory Only 2.0 3 0 0 0 3.0

3 MEIC506L Wireless Communications Theory Only 1.0 3 0 0 0 3.0

4 MITS601L Flexible and Wearable Sensors Theory Only 1.0 3 0 0 0 3.0

5 MITS603L Chemical and Environmental Sensor Theory Only 1.0 3 0 0 0 3.0

6 MITS604L Cloud and Fog Computing Theory Only 1.0 3 0 0 0 3.0

7 MITS605L IoT Security and Trust Theory Only 1.0 3 0 0 0 3.0

8 MITS608L RF and Microwave Sensors Theory Only 1.0 3 0 0 0 3.0

9 MITS611L Automotive Sensors and In-Vehicle Networking Theory Only 1.0 3 0 0 0 3.0

10 MITS612L Fibre Optic Sensors and Photonics Theory Only 1.0 3 0 0 0 3.0

11 MITS613L System-on-chip Theory Only 1.0 3 0 0 0 3.0

12 MITS614L Deep Learning Theory Only 1.0 3 0 0 0 3.0

13 MITS615L Web Design and Development Theory Only 1.0 3 0 0 0 3.0

14 MITS616L Edge and Distributive Computing Theory Only 1.0 3 0 0 0 3.0
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Projects and Internship

sl.no Course Code Course Title Course Type Ver

sio

n

L T P J Credits

1 MITS696J Study Oriented Project Project 1.0 0 0 0 0 2.0

2 MITS697J Design Project Project 1.0 0 0 0 0 2.0

3 MITS698J Internship I/ Dissertation I Project 1.0 0 0 0 0 10.0

4 MITS699J Internship II / Dissertation II Project 1.0 0 0 0 0 12.0

Open Elective

sl.no Course Code Course Title Course Type Ver

sio

n

L T P J Credits

1 MFRE501L Francais Fonctionnel Theory Only 1.0 3 0 0 0 3.0

2 MGER501L Deutsch fuer Anfaenger Theory Only 1.0 3 0 0 0 3.0

3 MSTS601L Advanced Competitive Coding Soft Skill 1.0 3 0 0 0 3.0

Skill Enhancement

sl.no Course Code Course Title Course Type Ver

sio

n

L T P J Credits

1 MENG501P Technical Report Writing Lab Only 1.0 0 0 4 0 2.0

2 MSTS501P Qualitative Skills Practice Soft Skill 1.0 0 0 3 0 1.5

3 MSTS502P Quantitative Skills Practice Soft Skill 1.0 0 0 3 0 1.5
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Course Code                            Course Title L T P C 
MITS507L Signal Processing and Data Analytics 3 0 0 3 
Pre-requisite NIL Syllabus version 

 1.0 
Course Objectives: 

1. To introduce the concepts of discrete time signal processing and the 
characterization of random signals. 

2. To present the basic theory of modeling the signals and the methods of 
estimating the unknowns using prediction filters 

3. To provide a comprehensive understanding on applying FFT, DCT, and 
wavelet techniques for extracting the signal features. 

4. To provide an overview of analysing big data using intelligent techniques and an 
in-depth introduction to two main areas of Machine Learning: supervised and 
unsupervised. 

 
Course Outcomes: 

1. Apply FFT, DCT wavelet techniques for extracting the features from the big data 
2. Develop algorithms that can be used to analyse the real-world univariate and 

multivariate time series data. 
3. Design an approach to leverage data using the steps in the machine learning 

process. 
4. Understand and apply both supervised and unsupervised classification methods 

to detect and characterize patterns in real-world data. 
5. Estimate the signal parameters and identify the model using ARMA 

models and prediction filters. 
6. Understand the methods of visualization and analysis of big data. 

 
Module:1 Discrete Random Signal Processing 7 hours 
Random Processes, Ensemble Average, Gaussian Process, Multi variate Gausssian 
Process, Stationary process, Autocorrelation, Auto Covariance, Ergodicity, White noise, 
Power Spectrum, Filtering of Random Process 

 
Module:2 Signal Modeling 6 hours 
ARMA, AR, MA Models. Wiener filter, Linear prediction, Kalman Filter. 

 
Module:3 Feature extraction 6 hours 
FFT, Power spectrum, DCT, filter banks, Wavelet, Wavelet Packets, Cepstrum 

 
Module:4 Time series analysis 6 hours 
Basic analysis, Univariate time series analysis, Multivariate time series analysis, non 
stationary time series. 

 
Module:5 Reduction of dimensionality 6 hours 
Bayesian decision, Linear discrimination, Principal Component analysis, SVD, Independent 
Component Analysis. 

 
Module:6 Machine learning 6 hours 
Supervised learning, generative algorithms, Support Vector machines, Unsupervised 
learning, K means clustering, Neural network (SOM, ART), Expectation maximization. 
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Module:7 Big Data Analytics 6 hours 
Introduction Big data analytics, visualization and data exploration, basic and intermediate 
analysis, linear and logistic regression, decision tree. 
Module:8 Contemporary Issues 2 hours 

 
Total Lecture: 45 hours 

 
Text Book(s) 

1. J. G. Proakis, DG. Manolakis and D. Sharma, “Digital signal processing 
principles, algorithms and applications”, 2012, 4th ed., Person education, USA. 

2. Sophocles J. Orfanidis, “Inroduction to signal Processing” 2010, 2nd ed., Prentice 
Hall, New Delhi India. 

Reference Books 
1. Oppenhiem V. A.V and Schaffer R. W, “Discrete- time signal Processing”, 2014, 3rd 

ed., Prentice Hall,. New Delhi, India 
2. Thomas A. Runkler, "Data Analytics: Models and Algorithms for Intelligent Data 

Analysis", 2016, 2nd ed., Springer Verlag, UK 
3. Kevin P. Murphy, "Machine Learning: A Probabilistic Perspective" 2012, 1st 

ed., MIT Press, USA 
Mode of Evaluation: CAT / Assignment / Quiz / FAT 
Recommended by Board of Studies 28-07-2022 
Approved by Academic Council  No. 67 Date 08-08-2022 
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Course Code Course Title L T P C 
MEDS501L Embedded System Design 3 0 0 3 
Pre-requisite NIL Syllabus version 
  1.0 
Course Objectives 
The course aimed at 

1. Ability to understand comprehensively the technologies and techniques underlying in 
building an embedded solution to a wearable, mobile and portable system. 

2. Analyze UML diagrams and advanced Modelling schemes for different use cases. 
3. Understand the building process of embedded systems 

 
Course Outcome 
The students will be able to  

1. Define an embedded system and compare with general purpose system. 
2. Appreciate the methods adapted for the development of a typical embedded system. 
3. Get introduced to RTOS and related mechanisms. 
4. Classify types of processors and memory architecture 
5. Differentiate the features of components and networks in embedded systems 
6. Develop real-time working prototypes of different small-scale and medium-scale 

embedded Systems. 
7. Apprehend the various concepts in Multi-Tasking 

 
Module:1 Introduction to Embedded System 5 hours 
Embedded system processor, hardware unit, software embedded into a system, Example of 
an embedded system, Embedded Design life cycle, Layers of Embedded Systems. 
Module:2 Embedded System Design Methodologies 5 hours 
Embedded System modelling [FSM, SysML, MARTE], UML as Design tool, UML notation, 
Requirement Analysis and Use case Modelling, Design Examples 
Module:3 Building Process For Embedded Systems  4 hours 
Preprocessing, Compiling, Cross Compiling, Linking, Locating, Compiler Driver, Linker Map 
Files, Linker Scripts and scatter loading, Loading on the target, Embedded File System. 
Module:4 System design using general purpose 

processor 
7 hours 

Microcontroller architectures ( RISC, CISC), Embedded Memory, Strategic selection of 
processor and memory, Memory Devices and their Characteristics, Cache Memory and 
Various mapping techniques, DMA. 
Module:5 Component Interfacing & Networks 9 hours 
Memory Interfacing, I/O Device Interfacing, Interrupt Controllers, Networks for Embedded 
systems- USB, PCI,PCI Express, UART, SPI, I2C, CAN, Wireless Applications - Bluetooth, 
Zigbee,Wi-Fi.,6LoWPAN , Evolution of Internet of things (IoT). 
Module:6 Operating Systems 7 hours 
Introduction to Operating Systems, Basic Features & Functions of an Operating System, 
Kernel & its Features [polled loop system, interrupt driven system, multi rate system], 
Processes/Task and its states, Process/Task Control Block, Threads, Scheduler, Dispatcher. 
Module:7 Multi Tasking 6 hours 
Context Switching , Scheduling and various Scheduling algorithms, Inter-process 
Communication (Shared Memory, Mail Box, Message Queue), Inter Task Synchronization 
(Semaphore, Mutex), Dead Lock, Priority Inversion (bounded and unbounded), Priority 
Ceiling Protocol & Priority Inheritance Protocol 
Module:8 Contemporary Issues 2 hours 
 
 
 

Total Lecture hours: 45 hours 
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Text Book(s) 
1. Raj Kamal, “Embedded systems Architecture, Programming and Design”, Tata 

McGraw- Hill, 2016. 
2. Wayne Wolf “Computers as components: Principles of Embedded Computing System 

Design”, The Morgan Kaufmann Series in Computer Architecture and Design, 2013. 
Reference Books 
1. 
 
2. 
 
 
3. 
 
 
4. 

Lyla B. Das," Embedded Systems an Integrated Approach", Pearson Education, 2013. 
 
Shibu K V," Introduction to Embedded Systems", McGraw Hill Education(India) Private 
Limited, 2014 
 
Sriram  V  Iyer,  Pankaj  Gupta  "  Embedded  Real  Time  Systems  Programming",  
Tata McGraw- Hill,  2012 
 
Steve Heath, “Embedded Systems Design”, EDN Series, 2013. 

Mode of Evaluation: Continuous Assessment, Digital Assignment, Quiz and Final 
Assessment Test 
Recommended by Board of Studies 28-07-2022 
Approved by Academic Council No. 67 Date 08-08-2022 
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Course Code Course Title L T P C 
MITS601L Flexible and Wearable Sensors 3 0 0 3 
Prerequisite: NIL Syllabus version 

           1.0 
Course Objectives: 

1. To provide the overview of flexible electronics technology and the issues with 
materials processing for thin film electronics. 

2. To expose the students for the materials selection and patterning methods for thin 
film electronics development. 

3. To describe the process involved in transferring the flexible electronics from foils to 
textiles and also the challenges, opportunities and the future of wearable devices. 

4. To expose the students to the design, challenges of wearable sensors employed 
for sensing the physical and biological parameters and the process involved in the 
conversion of conducting and semiconducting fibers to smart textiles. 

Course Outcome: 
1. Realize the technology developments in the flexible electronics technology. 
2. Ability to identify the suitable materials and its processing for the development of 

thin film electronics 
3. Ability to design the pattern and develop with suitable patterning methods. 
4. Realize the process involved in the transformation of electronics from foils to textiles 
5. Acquire the design knowledge for developing wearable sensors for physical and 

chemical parameters 
6. Gain the competency in transferring the conducting and semiconducting fibers 

to smart textiles 

Module:1 Overview of flexible electronics technology 5 hours 
History of flexible electronics - Materials for flexible electronics: degrees of 
flexiblility, substrates, backplane electronics, front plane technologies, encapsulation - 
Fabrication technology for flexible electronics - Fabrication on sheets by batch processing, 
fabrication on web by Roll-to- Roll processing - Additive printing. 

Module:2 Amorphous and nano-crystalline silicon 
materials and Thin film transistors 

7 hours 

Fundamental issues for low temperature processing - low temperature amorphous and 
nano- crystalline silicon - characteristics of low temperature dielectric thin film deposition – 
low temperature silicon nitride and silicon oxide characteristics - Device structures and 
materials processing - Device performance - Contacts for the device - Device stability. 

Module:3 Materials and Novel patterning methods for  flexible 
electronics 

7 hours 

Materials considerations for flexible electronics: Overview, Inorganics semiconductors and 
dielectrics, organic semiconductors and dielectrics, conductors - Print processing options 
for device fabrication: Overview, control of feature sizes of jet printed liquids, jet printing for 
etch mask patterning, methods for minimizing feature size, printing active materials. 

Module:4 Flexible electronics from foils to textiles 6 hours 
Introduction -Thin film transistors: Materials and Technologies - Review of semiconductors 
employed in flexible electronics - Thin film transistors based on IGZO - Plastic electronics 
for smart textiles - Improvements and limitations. 

Module:5 Wearable haptics 6 hours 
World of wearables -  Attributes of wearables - Textiles and clothing: The meta wearable -
Challenges and opportunities - Future of wearables - Need for wearable haptic devices - 
Categories of wearable haptic and tactile display. 

Module:6 Wearable Bio, Chemical and Inertial sensors 6 hours 

Item 67/19 - Annexure - 23

Proceedings of the 67th Academic Council (08.08.2022) 1267



Introduction-Systems design - Challenges in chemical and biochemical sensing - 
Application areas -Wearable inertial sensors - obtained parameters from inertial sensors - 
Applications for wearable motion sensors - Practical considerations for wearable inertial 
sensor - Application in clinical practice and future scope 

Module:7 Knitted electronic textiles 6 hours 
From fibers to textile sensors - Interlaced network -Textile sensors for physiological state 
monitoring - Biomechanical sensing - Noninvasive sweat monitoring by textile sensors and 
other applications. FBG sensor in Intelligent Clothing and Biomechanics. 

Module:8 Contemporary Issues 2 hours 
   
 Total Lecture hours: 45 hours 

 
Text Book(s) 

1. Michael J. McGrath, Cliodhna Ni Scanaill, Dawn Nafus, “Sensor Technologies: 
Healthcare, Wellness and Environmental Applications”, 201, 1st Edition , Apress 
Media LLC, New York. 

 
2. William S. Wong, Alberto Salleo, Flexible Electronics: Materials and Applications, 

2011, 1st Edition, Springer, New York. 
Reference Books 

1. Edward Sazonov, Michael R. Newman, “Wearable Sensors: Fundamentals, 
Implementation and Applications”, 2014, 1st Edition, Academic Press, Cambridge. 

 
2. Kate Hartman, “Make: Wearable Electronics: Design, prototype, and wear your 

own interactive garments”, 2014, 1st Edition, Marker Media, Netherlands. 
 

3. Guozhen Shen, Zhiyong Fan, “Flexible Electronics: From Materials to Devices”, 
2015, 1st Edition, World Scientific Publishing Co, Singapore. 

 
4. Yugang Sun, John A. Rogers, “Semiconductor Nanomaterials for Flexible 

Technologies: From Photovoltaics and Electronics to Sensors and Energy 
Storage (Micro and Nano Technologies)’, 2011, 1st Edition, William Andrew, New 
York.  

 
Mode of Evaluation: CAT / Assignment / Quiz / FAT 
Recommended by Board of Studies 28-07-2022 
Approved by Academic Council No. 67 Date 08-08-2022 
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Course Code                        Course Title L T P C 
MITS603L Chemical and Environmental Sensor 3 0 0 3 
Pre-requisite: NIL Syllabus Version 

 1.0 
Course Objectives 

1. To extend engineering principles to electrochemical sensor development 
with a clear understating of oxidation and reduction of an electrolytic cell. 

2. To propound the conception of ion selective and enzyme stabilized electrodes 
for the detection of chemical and biomolecules. 

3. To be expedient in applying specific interaction methods in the recognition of ion 
selective gases using metal oxide based sensors. 

4. Ability to analyze the modes of vibration and develop the suitable mass 
and thermal sensitive sensors. 

Course Outcomes 
1. Realize the need for half-cell and to analyze potential developed in any 

electrochemical cell. Apply the same for ion selective measurement 
2. Be familiar with a wide range of chemical sensing methods and material 

characteristics to be applied in biosensors. 
3. Ability to design gas sensors for commercial and industrial applications. 
4. Gain knowledge of nanomaterials for biological and medical applications 
5. Able to discuss, develop and apply site specific antigen-antibody sensors design 

for most common diseases like metabolic disorders 
Evaluate process design criteria for gas treatment and air quality analysis 

Module:1 Electrochemistry 7 hours 
Thermodynamics, , Enthalpy, Entropy, Gibbs free Energy, Law of Mass Action, simple 
Galvanic Cells, Electrode – Electrolyte Interface, Fluid Electrolytes, Dissociation of Salt, 
Solubility Product, Ion Product, pH Value, Ionic Conductivity, Ionic Mobility, Phase 
Diagrams. 

 
Module:2 Transduction Principles 6 hours 
Transduction Elements- Electrochemical Transducers-Introduction Potentiometry and Ion- 
Selective Electrodes: The Nernst Equation Voltametry and amperometry, conductivity, 
FET, Modified Electrodes, Thin-Film Electrodes and Screen-Printed electrodes, photometri 
sensors 

 
Module:3 Chemical Sensing Elements 6 hours 
Ionic recognition, molecular recognition-chemical recognition agent, spectroscopic 
recognition, biological recognition agents. Immobilization of biological components, 
performance factors of Urea Biosensors, Amino Acid Biosensors, Glucose Biosensors 
and Uric Acid, factors affecting the performance of sensors. 

 
Module:4 Potentiometric and Amperometric Sensors 6 hours 
Potentiometric- Ion selective electrodes- pH linked, Ammonia linked, CO2 linked, Silver 
sulfide linked, Iodine selective, amperometric -bio sensors and gas sensors, Amperometric 
enzyme electrodes: substrate and enzyme activity, Detection mode and transduction 
method, mediated and modified electrodes, pH glass and ion selective electrodes, solid 
state and redox electrodes, 

 
Module:5 Optical Biosensor and Immunosensors Biosensor 6 hours 

Fiber optic biosensor, Fluorophore and chromophore based biosensor, 
Bioluminescence and chemiluminescence based biosensors, Non labled and labled 
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immune sensors, Microbial Biosensors: electrochemical, photomicrobial, Microbial 
thermistor. Application of microbial biosensors in glucose, ammonia, acetic acid, alcohol, 
BOD, methane sensing 
 
Module:6 Sensors in exhaust gas treatment 6 hours 
Engine combustion process, Catalytic exhaust after treatment, Emission limits, Exhaust 
sensors and Enginecontrol, Emission test cycles, On-board diagnose (OBD): Diagnose 
Strategies, Exhaust sensors for OBD, Control Sensors: Hydro-Carbon Sensors, NOx-
Sensors, Temperature Sensors, Oxygen Sensors. 

 
Module:7 Measurement techniques for air quality 6 hours 
Measurement techniques for particulate matter in air. Specific gaseous pollutants 
analysis and control- Measurement of oxides of sulphur, oxides of nitrogen unburnt 
hydrocarbons, carbon- monoxide, dust mist and fog. 

 
Module:8 Contemporary Issues 2 hours 

 
Total Lecture: 45 hours 

Text Book(s) 
1. Janata, Jiri,"Principles of Chemical sensors", 2014, 2nd edition, Springer, New York. 
Reference Book(s) 
1. Brian R Eggins, “Chemical Sensors and Biosensors”, (Part of AnTS Series), 

2010, 1st edition, John Wiley Sons Ltd, New York. 
2. Peter Grundler, "Chemical Sensors: Introduction for Scientists and Engineers", 

2011, 1st edition, Springer, New York. 
3. R.G.Jackson, "Novel Sensors and Sensing", 2012, 1st edition, Philadelphia 

Institute of Physics. 
4. Florinel-Gabriel Banica “Chemical Sensors and Biosensors: 

Fundamentals and   Applications” 2012, 1st edition, Wiley-Blackwell, New Jersey. 
5. M. Campbell, "Sensor Systems for Environmental Monitoring: Volume 

Two: Environmental Monitoring", 2011, 1st Edition, Springer, New York. 
Mode of Evaluation: CAT / Assignment / Quiz / FAT 

Recommended by Board of Studies 28-07-2022 
Approved by Academic Council  No. 67 Date 08-08-2022 
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Course Code                            Course Title L T P C 
MITS604L                  Cloud and Fog Computing 3 0 0 3 

Prerequisite NIL Syllabus Version 
  1.0 
Course Objectives: 
The course is aimed to 
1. Introduce cloud computing and enabling technologies 
2. Explore the need for fog and edge computation 
3. Impart the knowledge to log the sensor data and to perform further data analytics 

Course Outcome: 
At the end of the course student will be able to 
1. Deploy their data in the cloud for simple applications 
2. Apply the analytics in cloud to extract information 
3. Appreciate and deploy fog data processing layers 
4. Integrate sensor data to cloud through fog computation layers 
5. Understand and implement edge computation 
6. Develop edge analytics using python and tensor flow 
7. Perform data pushing and processing in commercial clouds. 

Module 1 Cloud Computing basics and enabling technologies 7 hours 
Basics of cloud computing-Need for clouds- concepts and models: Roles and boundaries – 
Cloud characteristics – Cloud delivery models – Cloud deployment models. Broadband 
Networks and Internet Architecture – Data Center Technology – Virtualization Technology. 
Module 2 Cloud Virtualisation 6 hours 
Server oriented – Virtual Machines (IaaS), Modern Serverless Configurations- Functions/ 
(PaaS) Lambda functions – App, Biz function, logics, data ingestion (elasticity, scalability 
– on demand) DB services, Analytics services (SaaS). 

 
Module 3 Cloud Application Development in Python 6 hours 
Python for Cloud: Amazon Web Services – Google Cloud – Windows Azure. 
Python for MapReduce. 

 
Module 4 Federated Cloud Service Management and IoT 6 hours 
Cloud Service management (federated) –Cloud Life Cycle-service and 
management-Cloud architectures -Self organizing cloud architectures 

 
Module 5 Fog computing 6 hours 
Need for Fog computation, Fog data processing layers – Security and Identity 
Management – Business process integration – Big data interfaces – Wireless sensors and 
actuators, Fog in 5G, Architecture Harmonization Between Cloud Radio Access Networks 
and Fog Networks, Fog applications. 

 
Module 6 Fog and edge computing 6 hours 
Need for edge computation-Edge computing architectures,Device registration, Remote 
diagnostics,SW update, Geo distributed computing-concept of cloud orchestration, Edge 
Networks ( Low bandwidth networks/ Security/ protcols),WAN vs Low bandwidth networks. 

 
Module 7 Overview of Edge Data Analytics tools 6 hours 
Python advance libraries(Pandas, Scikit Learn), Tensor flow and Yolo 

 
Module 8 Contemporary Issues 2 hours 
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 Total Lecture: 45 hours 
Text Books: 
1. Thomas Erl, Zaigham Mahmood, and Ricardo Puttini, “Cloud Computing: 

Concepts, Technology & Architecture”, Arcitura Education, 2013. 
2. Arshdeep Bahga, Vijay Madisetti, “Cloud Computing: A Hands-on Approach”, 2013. 
3. Ovidiu Vermesan, Peter Friess, “Internet of Things – From Research and 

Innovation to Market Deployment”, River Publishers, 2014. 
4. Michael Missbach, Thorsten Staerk, Cameron Gardiner, Joshua McCloud, 

Robert Madl, Mark Tempes, George Anderson, “SAP on Cloud”, Springer, 2016. 
5 John Mutumba Bilay , Peter Gutsche, Mandy Krimmel, Volker Stiehl , “SAP Cloud 

Platform Integration: The Comprehensive Guide”, Rheinwerg publishing, 2nd edition, 
2019, 

Reference Books: 
1. Honbo Zhou, “The Internet of Things in the Cloud: A Middleware Perspective”, CRC 

Press, 2012. 
2. S.-C. Hung et al.: Architecture Harmonization Between Cloud RANs and Fog 

Networks, IEEE Access: The Journal for rapid open access publishing, Vol.3, pp: 
3019 – 3034, 2015. 

Mode of Evaluation: CAT / Assignment / Quiz / FAT 

Recommended by Board of Studies 28-07-2022 
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Course Code                      Course Title L T P C 
MITS605L IoT Security and Trust 3 0 0 3 
Pre-Requisite: NIL Syllabus  Version 

 1.0 
Objectives: 
To impart the knowledge and technical skills in designing secured and trustable IoT 
systems. 
Outcome: 
At the end of the course students will be able to 
1. Design and implement cryptography algorithms using C programs 
2. Solve network security problems in various networks 
3. Build security systems using elementary blocks 
4. Build Trustable cloud based IoT systems 
5. Solve IoT security problems using light weight cryptography 
6. Appreciate the need for cyber security laws and methods. 

  
 
Module 1 Fundamentals of encryption for cyber security. 7 hours 
Cryptography – Need and the Mathematical basics- History of cryptography, symmetric 
ciphers,  block ciphers, DES – AES. Public-key cryptography: RSA, Diffie-Hellman 
Algorithm,Elliptic Curve Cryptosystems, Algebraic structure, Triple Data Encryption 
Algorithm (TDEA) Block cipher, 

 
Module 2 IoT security framework 6 hours 
IIOT security frame work, Security in hardware,Bootprocess, OS & Kernel, application,run 
time environment and containers. Need and methods of Edge Security, Network Security: 
Internet, Intranet, LAN, Wireless Networks, Wireless cellular networks, Cellular Networks 
and VOIP. 

 
Module 3 Elementary blocks of IoT Security & Models for Identity 

Management 
6 Hours 

Vulnerability of IoT and elementary blocks of IoT Security, Threat modeling – Key 
elements. Identity management Models and Identity management in IoT, Approaches using 
User-centric, Device-centric and Hybrid. 

 
Module 4 Identity Management and Trust  Establishment 6 Hours 
Trust management lifecycle, Identity and Trust, Web of trust models. Establishment: 
Cryptosystems – Mutual establishment phases – Comparison on security analysis. 
Identity management framework. 

 
Module 5 Access Control in IoT and light weight cryptography 6 Hours 
Capability-based access control schemes,Concepts, identity-based and identity-driven, 
Light weight cryptography, need and methods , IoT use cases 
Module 6 Security and Digital Identity in Cloud Computing 6 Hours 
Cloud security , Digital identity management in cloud, Classical solutions, alternative 
solutions, Management of privacy and personal data in Cloud. 
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Module 7 Cyber Crimes, Hackers and Forensics 6 Hours 
Cyber Crimes and Laws – Hackers – Dealing with the rise tide of Cyber Crimes – Cyber 
Forensics and incident Response – Network Forensics. 

 
Module:8 Contemporary Issues 2 Hours 

 
 Total Lecture: 45 Hours 
Text Books: 
1. John R. Vacca, “Computer and Information Security Handbook”, Elsevier, 2013. 

Parikshit Narendra Mahalle , Poonam N. Railkar, “Identity Management for 
Internet of Things”, River Publishers, 2015. 

2. William Stallings, “Cryptography and Network security: Principles and Practice”, 5th 
Edition, 2014, Pearson Education, India. 

3. Maryline Laurent, Samia Bouzefrane, “Digital Identity Management”, Elsevier, 2015. 
4. Joseph Migga Kizza, “Computer Network Security”, Springer, 2005. 
Reference Books: 
1. Christof Paar and Jan Pelzl, “Understanding Cryptography – A Textbook for 

Students and Practitioners”, Springer, 2014. 
2. Behrouz A.Forouzan : Cryptography & Network Security – The McGraw Hill 

Company, 2007. 
3. Charlie Kaufman, Radia Perlman, Mike Speciner, Network Security: 

“Private Communication in a public World”, PTR Prentice Hall, Second Edition, 2002. 
4. Alasdair Gilchrist, “IoT security Issues”, Oreilly publications, 2017. 
Mode of Evaluation: CAT / Assignment / Quiz / FAT 
Recommended by Board of Studies 28-07-2022 
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Course Code Course Title L T P C 
MITS608L RF and Microwave Sensors 3 0 0 3 

Prerequisite: NIL Syllabus version 
  1.0 
Course Objectives: 

1. To introduce the students with different RF and Microwave sensors, 
2. To familiarize antenna design with a good understanding of their 

parameters and applications. 
3. To introduce comprehensive knowledge of wearable antenna. 
4. To explore and understand basics of RFID technology. 

 
Course Outcome: 

1. Select a proper antenna design to be used in the RF spectral region 
2. Model specific radiation pattern and evaluate them in different domains 
3. Correlate the principle behind different radar systems and determine various 

applications based on the radar systems. 
4. Apply the basic knowledge in the measurement of RF radiation. 
5. Gain knowledge about the RFID technology. 

 
Module:1 RF Sensors 6 hours 
Microwave Antenna-Introduction, types of Antenna, fundamental parameters of antennas, 
radiation mechanism, Fresnel and Fraunhofer regions. Antenna for communication and 
Antenna for sensing, radiometer and radar 

 
Module:2 Antenna for personal area communication. 6 hours 
Concepts of Printed Antennas, Broadband Microstrip Patch Antennas, Antennas for 
Wearable Devices, Design Requirements, Modeling and Characterization of Wearable 
Antennas, WBAN Radio Channel Characterization and Effect of Wearable Antennas, 
Domains of Operation, Sources on the Human Body, Compact Wearable Antenna for 
different applications. 

 
Module:3 Radar 5 hours 
Introduction to RADAR, RADAR range equation, MTI and pulse Doppler RADAR, Tracking 
RADAR, SAR pulse RADAR, CW RADAR 

 
Module:4 Applications of Radar 6 hours 
Automotive, remote sensing, agriculture, medicine, detection of buried objects, NDT, 
defense factors affecting the performance of RADAR, RADAR transmitters, Receivers, 

 
Module:5 Radiometers 6 hours 
Radiative transfer theory, SMMR, Types of radiometers - and Bolometers, Applications in 
automotive, agriculture, medicine, weather forecasting 

 
Module:6 Microwave power Sensors 6 hours 
Diode Sensors: Diode detector principles, dynamic range average power sensors, signal 
waveform effects on the measurement uncertainty of diode sensors. Thermocouple 
Sensors: Principles of Thermocouple sensor, power meters for thermocouple sensors. 
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Module:7 RFID Sensors 8 hours 
Introduction, Components of RFID systems, hardware and software components, RFID 
standards, RFID applications. 

 
Module:8 Contemporary Issues 2 hours 

 
 

Total Lecture hours: 45 hours 
Text Book(s) 
1. Finkenzeuer Klaus, “RFID Handbook”, 2011, 3rd edition, John Wiley and Sons, New 

Jersey. 
2. Constantine A. Balanis, “Antenna Theory Analysis and Design”, 2016, 4th edition, 

John Wiley and Sons, New Jersey. 
Reference Books 
1. B. Hoffman - Wellenhof, H.Lichtenegger and J.Collins, "GPS: Theory and 

Practice ", 5th edition, Springer, New York, 2012. 
2 Lillesand & Kiefer, “Remote Sensing and Image Interpretation”, 2011, 6th edition, 

John Wiley and Sons, New Jersey. 
Mode of Evaluation: CAT / Assignment / Quiz / FAT  

Recommended by Board of Studies 28-07-2022 
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Course Code  Course Title L T P C 
MITS611L Automotive Sensors and In-Vehicle Networking 3 0 0 3 
Prerequisite NIL Syllabus version 

1.0 
Course Objectives: 

1. Acquaint with the basic automotive parts and the need for sensor integration in
different automotive systems

2. Discuss the basics of various Power train sensors and associated systems
for proper vehicle dynamics and stability in Automotive systems.

3. Comprehend various sensors for vehicle body management and discuss
various sensors and technologies for passenger convenience, safety and security
systems.

4. Acquaint various communication standards and protocols followed within the
automotive systems.

Course Outcome 
1. Identify and understand the basic automotive parts and the requirement of

sensors and their integration in different automotive systems.
2. Discus and identify the basics of various Power train sensors.
3. Comprehend and analyse various systems like ABS, ESP, TCS, etc for

understanding vehicle dynamics and stability.
4. Comprehend the various sensors for vehicle body management, convenience &

security systems.
5. Identify various technologies developed for passenger convenience, Air Bag

deployment and Seat Belt Tensioner System, etc with the students
6. Recognize various communication standards and protocols followed within the

automotive systems.
7. Develop and create analytical designing of novel prototype models for various

automotive electronic systems.

Module:1 Introduction to Automotive Engineering, Automotive 
Management systems 

7 hours 

Power-train, Combustion Engines, Transmission, Differential Gear, Braking Systems, 
Introduction to Modern Automotive Systems and need for electronics in Automobiles, 
Application areas of electronics in the automobiles, Possibilities and challenges in the 
automotive industry, Enabling technologies and Industry trends. 

Module:2 Power train Sensors 6 hours 
λ sensors, exhaust temperature sensor, NOx sensor, PM sensor, fuel quality sensor, 
level sensor, torque sensor, speed sensor, mass flow sensor, manifold pressure sensor. 

Module:3 Sensors for Chassis management 6 hours 
Wheel speed sensors/direction sensors, steering position sensor (multi turn), 
acceleration sensor (inertia measurement), brake pneumatic pressure sensor, ABS sensor, 
electronic stability sensor. 

Module:4 Sensors for vehicle body management, Sensors for 
automotive vehicle convenience and security systems 

6 hours 

Gas sensors (CO2), Temperature/humidity sensor, air bag sensor, key less entering sensor, 
radar sensors. Tire pressure monitoring systems, Two wheeler and Four wheeler security 
systems, parking guide systems, anti-lock braking system, future safety technologies, 
Vehicle diagnostics and health monitoring, Safety and Reliability, Traction Control, Vehicle 

Item 67/19 - Annexure - 23

Proceedings of the 67th Academic Council (08.08.2022) 1287



dynamics control, Accelerators and tilt sensors for sensing skidding and anti-collision, Anti-
collision techniques using ultrasonic Doppler sensors. 
Module:5 Air Bag and Seat Belt Pre tensioner Systems 6 hours 

Principal Sensor Functions, Distributed Front Air Bag sensing systems, Single-Point 
Sensing systems, Side-Impact Sensing, and Future Occupant Protection systems. 
Module:6 Passenger Convenience Systems 6 hours 

Electromechanical Seat, Seat Belt Height, Steering Wheel, and  Mirror Adjustments, 
Central Locking Systems, Tire Pressure Control Systems, Electromechanical Window 
Drives, etc. 
Module:7 Modern Trends and Technical Solutions 6 hours 

Enabling Connectivity by Networking:-In vehicle communication standards (CAN & LIN), 
Telematic solutions, Portable or embedded connectivity- Endorsing Dependability in Drive-
by- wire systems:- Terminology and concepts , Why by-wire, FLEXRAY, Requirements on 
cost and dependability, Drive-by-wire case studies- prototype development-future of In 
vehicle communication. 
Module:8 Contemporary Issues 2 hours 

 
Total 45 hours 

Text Book(s) 
1. Automotive Electrics, Automotive Electronics: Systems & Components, 

2014, 5th Edition, BOSCH. 
2. John Turner, Automotive Sensors, 2010, 1st Edition, Momentum Press, New 

York. 
Reference Books 

1 Automotive Sensors Handbook, 8th Edition, 2011, BOSCH. 
2. Jiri Marek, Hans-Peter Trah, Yasutoshi Suzuki, IwaoYokomori, Sensors 

for Automotive Technology, 2010, 4th Edition, Wiley, New York. 
3. Ernest O. Doebelin, “Measurement Systems – Application and Design”, 

2017, 6th Edition, McGraw-Hill, New Delhi. 
Mode of Evaluation: CAT / Assignment / Quiz / FAT 
Recommended by Board of Studies 28-07-2022 
Approved by Academic Council No. 67 Date 08-08-2022 
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Course Code                                 Course Title L T P C 
MITS612L             Fiber Optic Sensors and Photonics 3 0 0 3 
Prerequisite NIL Syllabus Version 

         1.0 
Course Objectives 

1. To introduce the theory and technology of fiber optics sensing to improve their 
understanding in rapidly growing field. 

2. To predict the optical parameters in optical devices to understand the phenomena 
induced due to intensity based effects. 

3. To estimate the phase, charge distribution due to polarization effects and its 
application in optical sensing. 

4. To analyses and decide the process flow conditions and steps involved for 
different polymers with appropriate optical characteristic for polymer waveguides 
based sensing. 

Course Outcomes 
1. Attainment of basic knowledge of optical waveguides and optical devices 

employed in optical sensors. 
2. Will be conversance in optical parameters involved in active and passive 

components 
3. Entrust the characteristics of a suitable optical materials for the sensing 

device in a given application. 
4. Identify and apply the knowledge in designing interferometric devices which is 

more effectively used in sensing. 
5. Will be aware of different polymers and their chemical, optical characteristics 

to formulate miniaturized optical devices. 
 
Module:1 Theory of Optical Waveguides 7 hours 
Wave theory of optical waveguides, formation of guided modes, Slab waveguide, 
Rectangular waveguide, Radiation fields from waveguide, Effective index method, 
Marcatili's method, Beam propagation method. Basic characteristic of Optical Fiber 
Waveguides, Acceptance angle, Numerical aperture, skewrays- Electromagnetic Modes in 
Cylindrical Waveguides. 

 
Module:2 Active and Passive Optical Components 7 hours 
Electro-optic and acousto optic wave guide devices, directional couplers, optical switch, 
phase and amplitude modulators, filters etc.  Yjunction, powersplitters, arrayed wave guide 
devices, fiber pigtaling, end-fiber prism coupling, FBG and fabrication of FBG, Tapered 
couplers.  

 
Module:3 Intensity and Polarization Sensors 7 hours 
Intensity sensor: Transmissive concept –Reflective concept-Micro bending concept–
Transmission and Reflection with other optic effect-Interferometers –Mach Zehnder-
Michelson-Fabry-Perot and Sagnac– Phase sensor: Phase detection-Polarization 
maintaining fibers. Displacement and temperature sensors: reflective and Micro bending 
Technology- Applications of displacement and temperature sensors. 

 
Module:4 Interferometric Sensors 7 hours 
Pressure sensors: Transmissive concepts, Microbending –Intrinsic concepts–
Interferometric concepts, Applications. Flow sensors: Turbine flowmeters-  Differential 
pressure flowsensors  –Laser Doppler velocity sensors-Applications- Sagnac 
Interferometer for rotation sensing. Magnetic and electric field sensors: Intensity and phase 
modulation types– applications. 
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Module:5 Polymer based waveguide in sensing 7 hours 
Polymer based waveguide, materials, properties, fabrication process of polymer based 
waveguide, Polymer based optical components - Passive, Active polymer devices, Ring 
Resonator, structure, theory, Filter using Ring Resonator-application in sensing 

 
Module:6 Fiber based Chemical Senors 5 hours 
Fiber based Chemical Sensing: Absorption, Fluorescence, Chemi-luminescence, 
Vibrational Spectroscopic, SPR. 

 
Module:7 Fiber based Bio-Senors 3 hours 
Fiber based Bio-molecules sensing: High Index, SPR, Hollow core fiber probes, Label Free 
bio- molecules. 

 
Module:8 Contemporary Issues 2 hours 

 
Total Lecture hours: 45 hours 

Text Book(s): 
1. David A. Krohn, Trevor W. MacDougall, Alexis Mendez, "Fiber Optic Sensors: 

Fundamentals and Applications" SPIE Press, 4th ed. 2015. ISBN: 1628411805 
2. Eric Udd , William B. Spillman Jr., "Fiber Optic Sensors: An Introduction for 

Engineers and Scientists", Wiley, 2nd Ed., 2011. ISBN: 0470126841 
Reference Book(s) 
1. Zujie Fang & et. al., "Fundamentals of Optical Fiber Sensors" Wiley, 1st Ed., 

2012.ISBN: 0470575409 
2 Shizhuo Yin, Paul B. Ruffin, and Francis T.S. Yu, "Fiber Optic Sensors",CRC 

Press, 2 Ed, 2017. ASIN: B078JN75QW 
3 F.Baldini&et.al.,“Optical Chemical Sensors”, NATO Science Series II: 

Mathematics, Physics and Chemistry, Springer, 2008. ISBN: 1402046103 
Mode of Evaluation: CAT / Assignment / Quiz / FAT 
Recommended by Board of Studies 28-07-2022 
Approved by Academic Council No. 67 Date 08-08-2022  
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